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ENTERPRISE-LEVEL

PROTECTION FOR MOBILE

APPS IN MINUTES

Verimatrix App Shield is an award-
winning cloud service relied upon
by mobile app developers
worldwide. With no code changes
required, developers simply
upload their final app for
protection and receive a secured
version back -- ready to publish to
the app stores. It's that simple.

Leverage Robust,
Self-Defending Security

When your app is protected by Verimatrix's
App Shield, it will respond immediately to
threats and defend itself. Inject automated
anti-tamper technology, environmental
checks and code obfuscation into your
apps to safeguard them from a wide range
of attacks.

Verimatrix App Shield Product Brief

Avoid Human Error with
Unparalleled Protection

Verimatrix App Shield applies a unique
automated and intelligence driven process,
which removes the risk of human error
creating weak or unchecked areas in your
app. No specialist security knowledge is
required. This also enables a large
application to be protected as easily as a
simple test app.

Instant Protection with
No Code Required

App Shield is a cloud service that offers
unprecedented protection in minutes, with
no integration required. Simply upload your
final app for protection and receive a
secured version back - ready to publish to
the app store of your choice within 10
minutes.

*Intelligent analytics & real-time automated response
features coming soon.
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It does this by injecting powerful in-app protection directly into your app package
(Android APK and iOS xcarchive) without affecting any of your software's functionality.

As our mobile app shielding becomes part of your app, it stays protected even if you

stop using the Verimatrix service.

This means you can even safely publish an app protected during your free trial.

Consistently Monitor

Our intelligent analytics perform early
detection and alert when hackers attempt
to attack your application.

Verimatrix helps you understand the threat
profile of your install base and drills down
into the risk score of an individual app
instance.

Get real time notifications of high-risk
events within your ecosystem.

Verimatrix App Shield Product Brief
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Get real-time automated responses to

Immediately Act

mitigate attacks and resolve security threats
that could affect your application.

When the protected app detects it is under
attack, it immediately terminates its own
operation, shutting down the threat.

Based on your business needs, define rules
for how your apps should react when they
encounter a high-risk scenario.*

*Intelligent analytics & real-time automated response
features coming soon.
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#VerimatrixAppShield

Protect Your Apps from a Wide Range of Threats:

Dynamic Modification - App Shield keeps hackers from
f; modifying code and circumventing security measures so
they cannot gain access to valuable data.

App Repackaging - Prevent criminals from repackaging
%’ your applications and publishing imposter versions in
app stores.

Emulators & Debuggers - Protect your applications from
_:[_—zl_ attackers using emulators and debuggers to intercept
=1e data before it is encrypted.

3 Reverse Engineering - Layered security and multiple
() automated checks greatly hinders a wide variety of
reverse engineering attempts.

Jailbroken Devices - Automated detection of jailbroken and
J’1<[m-::.| rooted phones is critical to ensure that your code is
executing exactly the way you want it to.

About Verimatrix

Verimatrix (Euronext Paris: VMX) helps power the modern connected
world with security made for people. We protect digital content,
applications, and devices with intuitive, people-centered and frictionless
security. Leading brands turn to Verimatrix to secure everything from
premium movies and live streaming sports, to sensitive financial and
healthcare data, to mission-critical mobile applications. We enable the
trusted connections our customers depend on to deliver compelling
content and experiences to millions of consumers around the world.
Verimatrix helps partners get to market faster, scale easily, protect
valuable revenue streams, and win new business. To learn more, visit
www.verimatrix.com.

Information in this document is not intended to be legally binding. Verimatrix products are sold subject
to Verimatrix Terms & Conditions of Sale or the provisions of any agreements entered into and executed
by Verimatrix and the customer. © Verimatrix 2023. All Rights Reserved. Verimatrix,® Verimatrix logo
and combinations thereof, and others are registered ® trademarks or trade names of Verimatrix or its
subsidiaries. Other terms and product names may be trademarks of others. The products described
herein may be protected by one or more of the patents and/or patent applications listed in related
datasheets, such document being available on request under specific conditions. Additional patents or
patent applications may also apply depending on geographic regions. #00082220

*Intelligent analytics and real-time automated response features coming soon.
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CONTACT US

Verimatrix Headquarters
Impasse des carrés de I'Arc
Rond-point du Canet
13590 Meyreuil , France
Tel: +33 4 42 905 905

Verimatrix USA

6059 Cornerstone Court West
San Diego, CA 92121-3713
United States

Tel:+1 858 677 7800

Additional offices in China,
Finland, France, Germany,
Netherlands, United Kingdom and
the USA. Sales offices located in
multiple countries.
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