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VerimatriZ Embedded Content Protection ProdWct Brief
 

A SECURE SOFT:ARE SOLUTΖON 
:HEN CONTENT MOVES OFF THE 
PRΖMAR< SCREEN
Verimatrix Embedded Content Protection addresses 
the security gaps that occur outside of traditional 
use cases. This unique software solution is easy to 
integrate and maintain and is more cost-eàective 
than traditional hardware solutions. 

RedWce Costs & AXoid Dependence on HardYare
HaUQeVV Whe SRZeU Rf çe[LbOe VRfWZaUe VWacNV WhaW ZLOO æW 
VeaPOeVVO\ LQWR \RXU e[LVWLQg deYLce aQd UeTXLUe QR deVLgQ 
chaQgeV WR \RXU VLOLcRQ chLS. ThLV heOSV \RX aYRLd 
deSeQdeQc\ RQ haUdZaUe aQd UedXceV Whe cRVW Rf PaWeULaO 
fRU fXWXUe deYLceV.

Meet SecWrit[ Standards for PremiWm Content
PUePLXP cRQWeQW RZQeUV UeTXLUe a VecXUe cRQQecWLRQ aOO Whe 
Za\ WR a cRPSOLaQW dLVSOa\. FaLOXUe WR eQcU\SW Whe ÚhaQdVhaNeÛ 
fURP Whe SOa\eU WR each dLVSOa\ caQ be a cRPSOLaQce YLROaWLRQ. 
VeULPaWUL[ RffeUV fXOO\ çe[LbOe HLgh-baQdZLdWh DLgLWaO CRQWeQW 
PURWecWLRQ (HDCP) aQd HDCP2 VWacNV WR PeeW cRQWeQW RZQeU 
UeTXLUePeQWV Ö eYeQ fRU 8K SUePLXP cRQWeQW.

CWstomi\e SecWrit[ for YoWr EnXironment
The WRRONLW LQcOXdeV cXVWRPL]ed VRfWZaUe OLbUaULeV fRU 
LQWegUaWed RU LQVWaOOabOe aSSOLcaWLRQV aQd cXVWRPL]ed VRXUce 
cRde fRU cRPSLOLQg dLUecWO\ LQWR ePbedded V\VWePV. 
VeULPaWUL[ EPbedded CRQWeQW PURWecWLRQ caQ adaSW WR aQ\ 
NLQd Rf haUdZaUe, ZLWh RU ZLWhRXW TUXVWed E[ecXWLRQ 
EQYLURQPeQW (TEE).

AWto & AXiation
PURWecW Whe eQWLUe cRQWeQW chaLQ fRU LQ-caU/LQ-VeaW 
eQWeUWaLQPeQW dLVSOa\V LQ bRWh aXWR aQd aYLaWLRQ 
aSSOLcaWLRQV.

ConsWmer Electronics Connections
SecXUeV cRQQecWLRQV beWZeeQ CRQVXPeU 
EOecWURQLcV (CE) deYLceV WhaW caQQRW be SURWecWed b\ 
WUadLWLRQaO CA aQd DRM VROXWLRQV.

EXent & Conferencing Technolog[
EQVXUe WhaW cRQWeQW deOLYeU\ LV VecXUe beWZeeQ 
VcUeeQV, eQcRdeUV, aQd YLdeR VSOLWWeUV fRU eYeQW aQd 
cRQfeUeQcLQg aSSOLcaWLRQV.

áoT Deplo[ments
PURWecW VLgQaOV LQ Whe ORcaO QeWZRUN beWZeeQ aQ\ 
deYLceV aQd VeUYLceV. ReceLYe, dLVWULbXWe, aQd VecXUe 
cRQWeQW LQ IRT aSSOLcaWLRQV.

SWrXeillance Applications
KeeS A/V VLgQaOV WUaQVPLWWed b\ caPeUaV aQd 
PLcURShRQeV VecXUe RQ ORcaO QeWZRUNV aQd eQVXUe 
WhaW RQO\ aXWhRUL]ed XVeUV caQ YLeZ.

Content Transfer on ánternal Data BWses
PURWecW cRQWeQW beWZeeQ haUdZaUe LQVWaQceV LQVLde 
a deYLce WR PeeW hLgh-OeYeO VWXdLR UeTXLUePeQWV fRU 
eaUO\ UeOeaVe ZLQdRZ aQd 4K/8K cRQWeQW.



A RECOGNΖ=ED SECURΖT< ΖNNOVATOR 
BE<OND CA S<STEMS & DRM
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VHULPaWUL[ EPbHddHd CRQWHQW PURWHcWLRQ PURdXcW BULHI

PUHPLXP cRQWHQW QHHdV WR bH SURWHcWHd WKURXJKRXW WKH 
HQWLUH dHOLYHU\ cKaLQ, LQcOXdLQJ dRZQORad, VWUHaPLQJ, VWRUaJH 
aQd SOa\bacN. PURWHcWLRQ W\SLcaOO\ LPSacWV SOa\bacN dHYLcHV 
VXcK aV VHW-WRS bR[HV, TV VHWV, SHUVRQaO cRPSXWHUV, JaPLQJ 
cRQVROHV RU PRbLOH dHYLcHV, VXcK aV VPaUWSKRQHV aQd WabOHWV.

CRQWHQW SURWHcWLRQ aQd aXWKHQWLcaWLRQ PHcKaQLVPV aSSOLHd 
IRU WKHVH XVH caVHV aUH dHVLJQHd IRU HLWKHU RQH-Za\ RU WZR-
Za\ cRPPXQLcaWLRQV. TKH VHULPaWUL[ VCASä VROXWLRQ 
SURYLdHV VWaWH-RI-WKH aUW VHcXULW\ aQd SURWHcWLRQ IRU aOO RI 
WKHVH aSSOLcaWLRQV. HRZHYHU, QRW aOO SOa\bacN dHYLcHV aUH 
cRQWLQXRXVO\ cRQQHcWHd WR a OLcHQVH VHUYHU RU UHacKabOH 
WKURXJK a RQH-Za\ QHWZRUN IRU cRQWHQW aXWKRUL]aWLRQ aQd 
HQWLWOHPHQW. TKLV LV ZKHUH VHULPaWUL[ EPbHddHd CRQWHQW 
PURWHcWLRQ VKLQHV.

TKH LQdXVWU\ KaV dHæQHd WZR SRLQW-WR-SRLQW SURWHcWLRQ 
VWaQdaUdV IRU JXaUaQWHHd dHYLcH LQWHURSHUabLOLW\: HDCP aQd 
DTCP. VHULPaWUL[ SaUWLcLSaWHd LQ WKH VWaQdaUdL]aWLRQ RI DTCP 
VHcXULW\ aQd EPbHddHd DRM LV HVSHcLaOO\ VRXJKW aIWHU IRU 
DTCP VRIWZaUH LQWHJUaWLRQV.

HKgh-BaPdYKdVh DKgKVaN CQPVePV PTQVecVKQP (HDCP)
HDCP LV a cRQWHQW SURWHcWLRQ VWaQdaUd XVHd b\ aOO SOa\bacN 
dHYLcHV WKaW IRUZaUd SUHPLXP cRQWHQW WR H[WHUQaO dLVSOa\V RU 
TV VHWV. TKLV LQcOXdHV, bXW LV QRW OLPLWHd WR BOX-Ua\ SOa\HUV, VHW-
WRS-bR[HV RU PCV, ZKHUHaV WKH PaMRULW\ RI LPSOHPHQWaWLRQV 
aUH RYHU HDMI cRQQHcWLRQV. HDCP caQ aOVR bH LPSOHPHQWHd

RQ RWKHU LQWHUIacHV VLQcH LW abVWUacWV WKH WUaQVSRUW Oa\HU: 
MLUacaVW RYHU WL-FL LV RQH VXcK H[aPSOH.

VHULPaWUL[ RIIHUV IXOO\ çH[LbOH HDCP aQd HDCP2 VWacNV WKaW 
addUHVV WKHVH XVH caVHV aQd PHHW WKH cRQWHQW RZQHU 
UHTXLUHPHQWV HYHQ IRU 8K SUHPLXP cRQWHQW. DHSHQdHQW RQ 
baQdZLdWK QHHdHd, VHULPaWUL[ caQ HYHQ SURYLdH IXOO\ 
VRIWZaUH-baVHd HDCP VROXWLRQV WKaW aUH HaVLO\ LPSOHPHQWHd, 
aYRLd dHSHQdHQc\ RQ KaUdZaUH (ZKLOH bHLQJ bacNZaUd 
cRPSaWLbOH ZLWK dHYLcHV LQ WKH æHOd) aQd UHdXcH WKH bLOO RI 
PaWHULaO IRU IXWXUH dHYLcHV.

DKgKVaN TTaPUOKUUKQP CQPVePV PTQVecVKQP (DTCP)
DTCP KaV bHHQ dHYHORSHd SULPaULO\ IRU cRQWHQW SURWHcWLRQ RQ 
WKH cRPSUHVVHd OHYHO. IW aOORZV IRU VHcXUH cRQWHQW VWRUaJH aQd 
WUaQVIHU WKURXJK PXOWLSOH SK\VLcaO LQWHUIacHV, RU RQ WKH 
LQWHUQaO daWa bXV ZLWKLQ a dHYLcH bHWZHHQ dLIIHUHQW cRQWHQW-
SURcHVVLQJ cRPSRQHQWV. DTCP aOVR VXSSRUWV WKH KaQdRYHU RI
XVaJH UXOHV LQIRUPaWLRQ IURP aQ XSVWUHaP DRM/CA V\VWHP, 
HQabOLQJ a IXOO\ HPbHddHd VHcXUH YLdHR SaWK IURP DRM/CA WR 
VWaQdaUdL]Hd DTCP-baVHd cRQWHQW SURWHcWLRQ IRU ORcaO VWRUaJH 
RU WUaQVIHU. IW aOVR VXSSRUWV a IXOO\ VHcXUH KaQdRYHU WR HDCP 
HQcU\SWLRQ IRU cRQWHQW SOa\bacN.

TKHUH aUH cXUUHQWO\ WZR dLIIHUHQW DTCP VHcXULW\ OHYHOV
aYaLOabOH:

       cRQWHQW RZQHU UHTXLUHPHQWV

       accHSWHd b\ cRQWHQW RZQHUV IRU 4K aQd 8K cRQWHQW

DTCP VXSSRUWV cRQWHQW SURWHcWLRQ IRU W\SLcaO KLJK-dHæQLWLRQ

DTCP2 cRPHV ZLWK adYaQcHd VHcXULW\ SURæOHV aQd LV

http://www.verimatrix.com/


AbQWV VeTiOaVTiZ
Verimatri[ (Eurone[t Paris: VMX) helps poZer the modern connected Zorld 
Zith securit\ made for people. We protect digital content, applications, and 
devices Zith intuitive, people-centered and frictionless securit\. Leading 
brands turn to Verimatri[ to secure ever\thing from premium movies and 
live streaming sports, to sensitive ænancial and healthcare data, to 
mission-critical mobile applications. We enable the trusted connections 
our customers depend on to deliver compelling content and e[periences 
to millions of consumers around the Zorld. Verimatri[ helps partners get 
to market faster, scale easil\, protect valuable revenue streams, and Zin 
neZ business. To learn more, visit ZZZ.verimatri[.com. 

CONTACT US

Verimatri[ USA
6059 Cornerstone Court West
San Diego, CA 92121-3713
United States
Tel:+1 858 677 7800
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Verimatri[ Headquarters
Impasse des carr«s de l'Arc
Rond-point du Canet
13590 Me\reuil , France
Tel: +33 4 42 905 905

Verimatri[ German\
Fraunhoferstr. 7 85737
Ismaning, German\
Tel: +49 89 55265 100
Fa[: +49 89 55265 101
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