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USE AN ENTERPRISE-GRADE
SECURITY TOOLKIT

It's critical to maintain customer
trust by building SDKs and apps that
won’t become an entry point for
hackers. If you are a bank or fintech
company, medical device
manufacturer, insurance company,
healthcare portal or a developer of
enterprise-focused apps, you need
Verimatrix Code Shield.

Meet Tough Industry
Requirements with
Proven Security

Verimatrix Code Shield includes anti-
tamper, obfuscation, environmental
checks, jailbreak and root detection that
meet the strict security requirements of the
most regulated industries. This automated
solution helps maximize protection for a
wide variety of organizations -- especially
those that must achieve compliance with
specific rules and laws.
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Free Up Resources with
Self-Defending Protection

Verimatrix Code Shield utilizes powerful,
intelligent and automated tools applicable
across any environment - including mobile
and loT platforms. This eliminates human
error and allows development teams to
focus on other priorities rather than
spending time writing scripts or
configuring tools.

Reduce Time-To-Market
with Easy Implementation

This low impact, turn-key software security
solution does not require code changes or
SDK integration. By using an automated
code analysis that integrates straight into
your build system, you will dramatically
reduce time-to-market and streamline
maintenance after platform updates.
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THE RIGHT TOOL TO KEEP
YOUR CODE SECURE

Anti-Tampering 2N Jailbreak & Root
@h@ Creates an interconnected e Detection
“check network” to prevent code = Automated detection of
from being modified or lifted jailbroken and rooted phones

and used out of context. It also

prevents protections from being
removed /A Reverse Engineering

‘% Prevention
— Each area of code is protected

v Monitoring by multiple automated checks

A No-code integration to security
monitoring provides real-time
insights into the risk profile of Intelligent

your Android and iOS @ Automated Tools

applications, Code analysis eliminates human
error from complex build
Code Obfuscation processes
=== Counteract analysis of your code
with control flow, arithmetic and

symbol obfuscation

Environmental Checks

79

°@7 Trust that your code is executing
where it should and not
elsewhere
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The Power of Verimatrix Code Shield

- Code Optimization

- Signing Enforcement

- Asset/Resource Encryption
- AAR

MOBILE
TOOLS + Obfuscation
- APK, AAB & Xcarchive o Developer tools that o - Environmental Checks
operate on a finished
mobile app

- Anti-tamper

- Intelligent Protection
of Application

- One Step APP
- Security SHIELD .
Analytics Online service for NATIVE - 1oT Devices
easy protection TOOLS . Android NDK
R Developer tools +i0S Xcode
that integrate with - MacOs
build systems . Linux
- Windows
o
- Full control
over protection

PLATFORMS LANGUAGES

* Android  * MacOS o C/C++ e Swift

*i0S e Windows * Objective-C/C++ o Kotlin

* Linux * Java

N . Verimatrix Headquarters
About Verimatrix Impasse des carrés de |'Arc
Verimatrix (Euronext Paris: VMX) helps power the modern connected Rond-point du Canet
world with security made for people. We protect digital content, 13590 Meyreuil, France
applications, and devices with intuitive, people-centered and frictionless Tel: +33 4 42 905 905
security. Leading brands turn to Verimatrix to secure everything from
premium movies and live streaming sports, to sensitive financial and Verimatrix USA
healthcare data, to mission-critical mobile applications. We enable the 6059 _Cornerstone Court West
. . . San Diego, CA 92121-3713

trusted connections our customers depend on to deliver compelling UnitediStates
content and experiences to millions of consumers around the world. Tel:+1 858 677 7800
Verimatrix helps partners get to market faster, scale easily, protect
valuable revenue streams, and win new business. To learn more, visit Additional offices in China,
www.verimatrix.com. Finland, France, Germany,

Netherlands, United Kingdom
and the USA. Sales offices

Information in this document is not intended to be legally binding. Verimatrix products are sold subject located in muItipIe countries

to Verimatrix Terms & Conditions of Sale or the provisions of any agreements entered into and executed
by Verimatrix and the customer. © Verimatrix 2023. All Rights Reserved. Verimatrix,® Verimatrix logo
and combinations thereof, and others are registered ® trademarks or trade names of Verimatrix or its
subsidiaries. Other terms and product names may be trademarks of others. The products described
herein may be protected by one or more of the patents and/or patent applications listed in related
datasheets, such document being available on request under specific conditions. Additional patents or
patent applications may also apply depending on geographic regions. #00082220
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